REPUBLIQUE DU CAMEROUN REPUBLIC OF CAMERIN

LAW N° 2010/012 OF 21 DECEMBER 2010
RELATING TO CYBERSECURITY AND CYBERCRIMINALITY
IN CAMEROON

The National Assembly deliberated and adopted,
The President of the Republic hereby enacts thes&wut below:

PART |
GENERAL PROVISIONS

Section 1: This law governs the security framework of alesic communication networks
and information systems, defines and punishes céfemnelated to the use of information and
communication technologies in Cameroon.

Accordingly, it seeks notably to:

- build trust in electronic communication networksl amformation systems;

- establish the legal regime of digital evidence,us&g cryptography and electronic
certification activities;

- protect basic human rights, in particular the righbuman dignity, honour and respect
of privacy, as well as the legitimate interestsaifporate bodies.

Section 2.This law shall not cover the specific applicatiarsed in national defense and
security.

Section 3. The electronic communication networks targeted thig law shall include:
satellite, ground and electronic networks when thaye used to route electronic
communications and audio-visual communication becaator distribution networks.

Section 4.Within the meaning of this law and its implemeaqgtimstruments, the following
definitions shall be accepted:

(1) lllegal access: unauthorized intentional access to all or paftam electronic
communication network, an information system omieal equipment;

(2) Administration in charge of telecommunications ministry or minister, as the case may
be, invested with general powers over telecommtioica and information and
communication technologies by the Government;

(3) Algorithm : series of basic mathematical operations to bdiexppo data to achieve a
desired result;

(4) Asymmetric algorithm: cipher algorithm using a public key to cipher angrivate key
(different) to decipher messages;



(5) Symmetric algorithm: cipher algorithm using the same key to cipher aedipher
messages;

(6) Active attack: action modifying or altering the resources taegeby the attack (violation
of the integrity and confidentiality of data);

(7) Passive attack action that does not alter its target (eavesdrappnvasion of privacy);

(8) Integrity violation : action carried out intentionally to substantiadligrupt or disable an
information system, electronic communication networ terminal equipment by inputting,
transmitting, damaging, deleting, deterioratingfer@thg suppressing or making data
inaccessible;

(9) Security audit: systematic examination of components and secuattyrs, policies,
actions, procedures and resources used by an pag@ni to protect its environment, conduct
compliance tests controls to assess the adequa@yrgdinizational, technical, human and
financial) resources allocated for risks, optimizat efficiency and performance;

(10) Authentication: safety criteria defined using a specific prodessgerify the identity of a
person or entity and ensure that the identificagoren corresponds to the identity of the
person initially registered,;

(11) Certification Authority : trusted authority responsible for the creatiod assignment of
public and private keys and electronic certificates

(12) Root Certification Authority : structure put in place in charge of the missidn o
accreditation of certification authorities, valiohgt certification policy of certification
authorities accredited, validating and signingitieation authorities accredited certificates,

(13) Digital certificate: electronic record secured by the electronic gigmeaof the person
who issued it after ensuring that it certifies #ughenticity of its contents;

(14) Qualified electronic certificate: digital certificate issued by a licensed Certfion
Authority;

(15) Electronic certification: issuance of electronic certificates;

(16) Cipher: the transformation of information using a sedtey to make it illegible to
anyone except those possessing special knowledpe &ky;

(17) Key: in a cipher system, it corresponds to a mathealatialue, a word, or a phrase
which enables the ciphering or deciphering of asags with the help of the encryption
algorithm;

(18) Private key. key used in asymmetric cipher mechanism (or pukdy cipher) which
belongs to an entity and kept secret;

(19) Public key: used to cipher a message in an asymmetric sydisdrbuted freely;



(20) Secret key key known to the sender and recipient used tbesignd decrypt messages
using the symmetric cipher mechanism;

(21) Source code all technical specifications, with no restricttonon access or
implementation of a software or communication pecotp interconnection, interchange, or
data format;

(22) Audiovisual communication. public communication by television and radio
broadcasting services;

(23) Electronic communication: electromagnetic emission, transmission or reoepbf
signs, signals, writings, images or sounds;

(24) Confidentiality : maintenance of the confidentiality of informatiand transactions to
prevent unauthorized disclosure of information ton-necipients enabling the reading,
listening, intentional or accidental, illegal copgiduring storage, processing or transfer;

(25) Content: all information relating to data belonging to mdiuals or legal entities,
transmitted or received through electronic commation networks and information systems;

(26) lllegal content content that infringes on human dignity, privatynour or national
security;

(27) Electronic mail: message in the form of text, voice, sound or ientignsmitted through
a public communication network, stored in a netwsegkver or the recipient’'s terminal
equipment until he retrieves it;

(28) Encryption: use of codes or signals to convert informatiobedransmitted in the form
of signals that are not understood by others;

(29) Cryptanalysis: all resources used to analyze initially encryptatbrmation to be
decrypted;

(30) Encrypted text: encrypted or encoded message;

(31) Cryptography: use of mathematical algorithm to encrypt inforimatin an attempt to
make it unintelligible to those who are not auihed to access it;

(32) Cybercriminality : infraction of the law carried out through cybexsp using means
other than those habitually used to commit coneeati crimes;

(33) Cybersecurity: technical, organizational, legal, financial, humarocedural measures
for prevention and deterrence and other actionsechput to attain set security objectives
through electronic communication networks and imfation systems, and to protect privacy;

(34) Certification practice statement practices (organization, operational procedures,
technical and human resources) that the compeggtitication authority applies within the
framework of the provision of this service in aat@mce with the certification of a policy or
policies it undertook to comply with;



(35) Decryption: reverse of encryption;

(36) Denial of service attack by saturation of a resource of the infdromasystem or
electronic communication network to make it coleapsnd unable to provide expected
services;

(37) Distributed Denial of Service simultaneous attack of the resources of an inébion
system or electronic communication network in otdesaturate and amplify the effects of
interference;

(38) Availability : security criterion of resources of electronic coonmication networks,
information systems and terminal equipment beingessible and usable as required (time
factor);

(39) Device for electronic signature creationequipment and/or .private encryption software
certified by a competent authority, configured teate an electronic signature;

(40) Device for electronic signature verification equipment and/or public encryption
software certified by a competent authority usedalmertifying authority to verify electronic
signatures;

(41) Data: representation of facts, information or concepta form suitable for processing
by terminal equipment, including a program allowintp perform a function;

(42) Connection data data relating to the access process in an efectcommunication;

(43) Traffic data: data relating to an electronic communication iatig the origin,
destination, route, time, date, size and duratiayge of underlying service;

(44) Terminal equipment. equipment, installation or facilities to be cootes to the
endpoint of an information system which broadcases;eives, processes and stores
information data;

(45) Reliability : ability of an information system or electronicnmmunication's network to
operate without any incident for a very long time;

(46) Provider of electronic communication services natural person or corporate body
providing services consisting entirely or mainly ithe provision of electronic
communications;

(47) Impact severity. assessment of the gravity of an incident, weigttg its frequency of
occurrence;

(48) Data integrity: safety criterion defining the status of an elegic communication's
network, an information system or terminal equiptimat remains intact and helps ensure
that resources have not been altered (modifiecestralyed) intentionally and accidentally to
ensure their accuracy, reliability and durability;

(49) Unlawful interception: illegal or unauthorized access to the data ofelettronic
communication's network, an information system tereninal equipment;



(50) Lawful interception: authorized access to the data of an electronmenoanication's
network, an information system or terminal equiptmeithout right or authorization;

(51) Intentional intrusion: intentional and unauthorized access to an eleictro
communication's network or an information systenthwihe intent of causing harm or
deriving economic, financial ,industrial , or satubenefit or sovereignty;

(52) Intrusion by intellectual challenge intentional access without right to an electronic
communication's network or an information systerthuwhe intent of taking up an intellectual
challenge that can help improve the performandbebrganization's security system;

(53) Deceptive software software that performs operations on a usermsital equipment
without initially informing him of the exact natuid the operations to be performed on his
terminal equipment by the software or without agknms approval for the software to perform
the operations;

(54) Spyware specific deceptive software that collects persami@rmation (most visited
websites, passwords, etc.) from a user's electommununication's network;

(55) Potentially unwanted software software having the features of a deceptive sokvor
spyware;

(56) Plain text: version .of a message that is intelligible to anderstandable by all;

(57) Cryptographic means equipment or software designed or modified used i
transforming data, be it information or signalsingssecret codes or to perform an inverse
operation with or without a secret code to guamnie safe storage or transmission of data
and ensure the confidentiality and control of thetegrity;

(58) Non-repudiation: security criterion that ensures the availabibfyevidence that can be
used to prove the traceability of an electronic samication that has taken place;

(59) Certificate policy: set of rules that define standards to be respeayeCertification
Authorities when providing their services, indicgtithe applicability of a certificate to a
particular community and/or class of applicatiomhwiommon security requirements;

(60) Security policy: security benchmark established by an organizatibich reflects its
security strategy and specifies the means to aehigv

(61) Provision of cryptographic service operation aimed at implementing cryptographic
solutions on behalf of others;

(62) Electronic communication's network active or inactive transmission systems and ,
where applicable, switching and routing equipmemd ather resources that enable signal
routing by wire, radio, optical means or other el@magnetic means, including satellite,

terrestrial networks, fixed (circuits or packetsitshing, including the Internet) and mobile

networks, systems using electrical network, prodideey are used to transmit signals,
networks used for radio and television and caldevigon networks, irrespective of the type

of information transmitted;



(63) Telecommunication network installation or group of installations used ineth
transmission and routing of telecommunications agnor exchange of command and
management information associated with these sdreiveen network points;

(64) Security: situation in which someone or something is noposed to any danger.
Mechanism to prevent any havoc or their attendzfects;

(65) Certification service: service provided by a Certification Authority;

(66) Electronic communication's service service consisting wholly or mainly in the
provision of electronic communications, except tumtent of audiovisual communication
services;

(67) Representative individual acting on his own behalf or on behaffthe person or entity
he represents, which involves a device for creaimglectronic signature;

(68) Electronic signature: signature obtained by an asymmetric encryptiagordhm to
authenticate the sender of a message and verifytetgrity;

(69) Advanced electronic signature electronic signature obtained using a qualified
electronic certificate;

(70) Open standard communication, interconnection or exchange aridraperable data
format protocol whose technical specifications andess are public and have no restriction
or implementation;

(71) Detection system system that helps detect incidents that could teasecurity policy
violation and help diagnose potential intrusions;

(72) Information system: devices or group of interconnected or relatedadsvperforming,
by itself or by one or many of its components, edtic data processing, in line with a
program;

(73) Vulnerability : security breach resulting either intentionallyagcidentally by a violation
of security policy in the architecture of an eleaic communication’'s network, in designing
an information system.

Section 5 The terms and expressions not defined under Ithvis shall maintain their
definitions or meanings as provided for in intero@al legal instruments to which Cameroon
adheres, notably the Constitution and the Conventiof the International
Telecommunications Union, the RadiocommunicatioRggulation and the International
Telecommunications' Regulation.

PART 11
CHAPTER 1

ELECTRONIC SECURITY AND GENERAL SECURITY
CYBERSECURITY



Section 6. The Administration in charge of Telecommunicatiosisall formulate and
implement the electronic communication's securitgliqy by taking into account
technological developments and Government priaritiethis domain.

Accordingly, it shall:

- promote the security of electronic communicatiobwoeks and information systems
and monitor the evolution of issues related to sgcand certification activities;

- coordinate activities that contribute to the sdgu@nd protection of electronic
communication networks and information systemsasibnal level,

- ensure the setting up of an electronic communionatisecurity framework; draw up
the list of Certification Authorities; represent r@aroon in international bodies in
charge of activities related to the security anatgmtion of electronic communication
networks and information systems.

CHAPTER 11
REGULATION AND MONITORING OF ELECTRONIC
SECURITY
ACTIVITIES

Section 7 (1) The National Agency for Information and Conmuation Technologies,
hereinafter referred to as the Agency, institutegd the Law governing electronic
communications in Cameroon, shall be responsibidhfe regulation of electronic security
activities in collaboration with the Telecommunioas Regulatory Board.

(2) The Agency referred to in subsection 1 abowal dbe responsible for the regulation ,
control and monitoring of activities related to tBecurity of electronic communication
networks, information systems, and electronic fieatiion on behalf of the State.
Accordingly, its missions shall be to:
- examine applications for accreditation and prepleespecifications of Certification
Authorities and submit them to the Minister in awarof telecommunications for
signature;

- control the compliance of electronic signaturesess

- participate in the development of the national @olon the security of electronic
communication networks and certification;

- give an advisory opinion on instruments that faltler its area of competence;

- control activities aimed at ensuring the security edectronic communication
networks, certification and information systems;

- examine applications for the certification of crygptaphic means and issue certificates
of homologation for security equipment;

- prepare agreements of mutual. recognition withifpr@arties and submit them to the
Minister in charge of Telecommunication for sigmatu



- monitor technological developments and issue wamirand recommendations
regarding the security of electronic communicatietworks and certification ;

- participate in research, training and studies edlato the security of electronic
communication networks, certification and inforroatsystems;

- ensure the regularity and efficiency of securityditai of information systems in
accordance with established standards, public badid Certification Authorities

- monitor, detect and provide information on compuedated risks and cybercriminal
activities;

- carry out any other mission of general interesigagsl to it by the supervisory
authority.

(3) A decree of the Prime Minister shall determihe modalities of implementation of
subsection 1 above.

Section 8.(1) The Agency shall be the Root Certification Rarity.
(2) The Agency shall be the Certification Authoritfthe Public Administration.

Section 9.(1) The Certification Authorities, security audip editors of security programs
and other authorized security services are sulfecthe payment of a 1.5 % annual
contribution of their untaxed turnover value inteddto a fund named "Special Fund for
Security Activities," intended to finance researmtyelopment, training and studies in respect
of cybersecurity.

(2) The resources referred to in Subsection 1 atstvad! be collected by the Agency and
deposited in an account opened at the Central Bank.

(3) A Committee is hereby created to be in charigthe validation of priority projects for
research, development, training and studies im¢meain of cybersecurity.
The conditions and terms for the functioning of @@nmmittee shall be defined by regulation .

(4) The Minister in charge of Telecommunicationsalktbe the authorizing officer for
expenses made under the fund referred to in subselcabove.

(5) The conditions and terms of collection and nggmaent of this contribution shall be
defined by regulation.
CHAPTER llI
LEGAL REGIME OF CERTIFICATION ACTIVITIES

Section 10.Electronic certification activities shall be sulijéc prior approval. It shall be
carried out by Certification Authorities.

Section 11.The following activities may be subject to authatian:

- the setting up and exploitation of infrastructurassue, preserve and deliver qualified



electronic certificates;
- the provision of public keys to all public users;

- the provision of security auditing, security pragsaediting, and other authorized
security services to the public.

Section 12.The conditions and terms for granting the authdvrnareferred to in Section 10
above shall be laid down by regulation.

CHAPTER IV
SECURITY ACTIVITIES

Section 13.(1) Electronic communication networks and inforroatisystems of operators,
certification authorities and electronic communimatservice providers shall be subject to an
obligatory security audit.

2) The conditions and terms for the conduct ofgbeurity audits provided for in Sub-Section
1 above shall be laid down by regulation .

Section 14 The staff of the Agency and experts recruiteddaay out audit operations shall
be required to maintain professional secrecy.

CHAPTER V
ELECTRONIC CERTIFICATION

Section 15 (1) Qualified electronic certificates shall bdigdanly for the
objects for which they were issued.

(2) Devices used to design and verify qualifiedtiieates shall, from the technological
standpoint, be neutral, standardized, certifiediatetoperable.

Section 16.(1) Certification Authorities shall be responsilidée prejudice caused to .people
who relied on the certificates they presented adifted in the case where:

- the information contained in the certificate on tlage of its issuance was inaccurate;

- the data prescribed such that certificate could cbasidered as qualified was
incomplete

- the issuance of the qualified certificate did notegrise to the verification that the
signatory holds the private convention correspogdanthe public convention of the
certificate;

- Certification Authorities and certification servipeoviders, as the case may be, have
not registered the repeal of the qualified cediftcand placed this information at the
disposal of third parties.

(2) Certification Authorities shall not be respdaisifor the prejudice caused by the use of the
gualified certificate that exceeds the limits fixixat its use or the value of transactions for
which it can be used, provided that such limitsegppin the qualified certificate and are

accessible to users.
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(3) Certification Authorities must justify adequdteancial guarantee, allocated particularly
for the payment of sums they mayve people who relied logically on the qualified
certificates they issue, or an insurance that guees the pecuniary consequences of their
civil professional responsibility.

CHAPTER VI
ELECTRONIC SIGNATURE

Section 17.The advanced electronic signature shall have #raeslegal value as that
handwritten signature and produce the same eféexctise latter.

Section 18 An advanced electronic signature must meet thewailg conditions:

- the data related to signature creation shall beusxely linked to the signatory and be
under his exclusive control;

- each modification shall be easily detectable;

- it shall be created using a protected device whesknical characteristics shall be
defined by an instrument of the Minister in chaoféelecommunications;

- the certificate used to generate signatures dbmlla qualified certificate. An
instrument of the Ministry in charge of telecomnuations shall determine the criteria
of the qualification of certificates.

CHAPTER VII
ELECTRONIC CERTIFICATES AND SIGNATURES ISSUED
BY CERTIFICATION AUTHORITIES

Section 19.The certification authority that validated an é&lenic certificate may not retract.

Section 20.(1) An electronic certificate issued outside tlagional territory shall produce the
same legal effects as a qualified certificate idsue Cameroon provided that there is a
decision recognizing the issuing authority by thmister in charge of telecommunications.

(2) The interoperability of qualified electronicrttécates shall be regulated by an instrument
of the Minister in charge of telecommunications.

CHAPTER VIII
ELECTRONIC DOCUMENT

Section 21.Any person wishing to affix his electronic signa&uo a document can create the
signature using a reliable device whose technitaracteristics shall be determined by
instrument of the Minister in charge of Telecomnuations.

Section 22 Any person using an electronic signature devicetmu

- take minimum precautions fixed by the instrumerfiémred to in Section 21 above to
avoid any illegal use of the encoding elements ensgnal equipment related to its
signature;

- inform the Certification Authority about any illégnate use of his signature;

- ensure the authenticity of all the data he declévdtie electronic certification service
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provider and to any person hexjuested to trust his signature.

Section 23.In the event of failure to honor the commitmentsier Section 22 above, the
holder of the signature shall be responsible feritijury caused to others.

CHAPTER IX
PROTECTION OF ELECTRONIC COMMUNICATION NETWORKS,
INFORMATION SYSTEMS AND PERSONAL PRIVACY

1- PROTECTION OF ELECTRONIC COMMUNICATION NETWORKS

Section 24.Electronic communication networks operators anectebnic communication
service providers must take all the necessary teahrand administrative measures to
guarantee the security of the services providedthab end, they shall be bound to inform
users about:

- the risks of using their networks;

- the specific risks of security violation , notaldye denial of services distributed,
abnormal rerouting, traffic points, traffic and so@l ports, passive and active
listening, intrusion and any other risk;

- the existence of techniques to ensure the seaifrityeir communications.

Section 25.(1) Network operators and electronic communicaservice providers shall be
bound to conserve traffic connection data for aggeof 10 (ten) years.

(2) Network operators and electronic communicatieervice providers shall set up
mechanisms for monitoring the traffic data of thetworks. Such data may be accessible in
the course of judicial inquiries.

(3) Network operators and electronic communicasgervice providers shall be liable where
the use of the data referred to in Sub-section@®@lundermines the individual liberties of
users.

Il - PROTECTION OF INFORMATION SYSTEMS

Section 26.(1) Operators of information systems shall takerg¥echnical and administrative
measure to ensure the security of services offefledthis end, they shall have standardized
systems enabling them to at all times identifyeassprocess or manage any risk relating to
the security of the information systems of the m&w provided directly or indirectly.

(2) Operators of information systems shall setaghmnical mechanisms to avoid any hitches
that may be prejudicial to the steady functionirigsgstems, their integrity, authentication,

non repudiation by third party users, confidentyatif data and physical security.

(3) The mechanisms provided for in Subsection Zalshall be subject to the approval and
visa of the Agency.

(4) Information systems platforms shall be protécagainst any radiation or intrusion that
may impair the integrity of data transmitted ang ather external attack notably, through
intrusions detection system.
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Section 27.Corporate bodies whose activity is to provide asde information systems shall
be bound to inform users of:

- the dangers associated with the use of unprotanfednation systems notably for
private individuals;

- the need to install parental control devices;

- specific security violation risks notably, the gaadamily of viruses;

- the existence of permanent technical means toigeatrcess to certain services and
propose to them at least one of such means not#idyuse of the most recent
operating systems, the use of anti-viruses agaippivares, misleading viruses, the
activation of personal firewalls, intrusion deteati systems and activation of
automatic updating.

Section 28.(1) Operators of information systems shall infarsers of the prohibition to use
electronic communication networks for the publighaf illicit content or any other act that IS
likely to affect the security of networks or infoation systems.

(2) Such prohibition shall equally concern the dgesig of misleading viruses, spywares,
potentially undesirable software or any other deWeading to fraudulent practices.

Section 29 (1) Operators of information systems shall benabto conserve the connection
and traffic data of their information systems fqrexiod of 10 (ten) years.

(2) Operators of information systems shall be botmdet up mechanisms for monitoring
and controlling access to the data of their infdramasystems. Such data may be accessible in
the course of judicial inquiries.

(3) The installations of operators of informatigrstems may be subject to search or seizure,
on the order of a judicial authority, under corahs provided for by the laws and regulations
in force.

Section 30: (1) Operators of information systems shall assass revise their security
systems and, where necessary, make the appropraatications to their security practices,
measures and techniques according to technologfiealge.

(2) Operators of information systems and users cwyperate mutually with a view to
implementing the security practices, measures ectthiques of their systems.

Section 31. (1) Electronic communication networks and inforimat systems content
providers shall be bound to ensure the availabditynaterial, as well as the data stored in
their installations.

(2) They shall be bound to set up filters in ortteavoid any attacks that may be prejudicial
to personal data and the privacy of users.

Section 32.(1) Electronic communication networks and inforimatsystems shall be subject
to a regime of compulsory and periodic auditinghafir security systems by the Agency.

(2) Security audit and severity scale rating shalundertaken each year or as required by the
prevailing circumstances.



13

(3) Audit reports shall be confidential and addeelsso the Minister in charge of
Telecommunications.

(4) An instrument of the Minister in charge of T@enmunications shall fix conditions for
rating the severity scale.

lIl - OBLIGATIONS OF ACCESS, SERVICE AND CONTENT PR OVIDERS

Section 33.Persons whose activity consists in providing agt¢eselectronic communication
services shall inform their subscribers of the texise of technical means of restricting access
to certain services of choosing them and proposiecim at least one of such means.

Section 34.(1) The persons in charge, even gratuitouslyhef dtorage of signals, written
material, images, sound or messages of any naipmised by the users of such services may
be liable.

(2) However, the liability under sub-section 1 abahall not apply where:

- the said persons were not effectively aware of ithet nature of the facts or
circumstances characterizing them as such;

- once they became aware of the facts, acted prortptlyithdraw such data or render
them inaccessible.

Section 35.(1) The persons referred to in Sections 33 ancalddve shall be bound to
preserve, for a period of 10 (ten) years, data lemgithe identification of any person who
contributed to the creation of the content of theviges they provided.

(2) They shall provide the persons who edit elextracommunication services with the
technical means enabling them to fulfil the idea#ifion conditions referred to in Sections 37
and 38 below.

(3) A judicial authority may request the providee$erred to in Sections 33 and 34 above to
communicate communication data referred to in Stthse1 above.

Section 36.The competent court referred to shall rule, witaimaximum time-limit of 30
(thirty) days, on all measures to prevent or stop damage caused by the content of an
electronic communication service.

Section 37.Persons engaged in editing electronic communicatervices shall inform the
public of:

- their full name, domicile and telephone numbensl,avhere they are subject to trade
registration, personal property loan formalities #meir registration number, in case of
corporate bodies;

- their company or corporate name and head offiedsphone numbers and, where they are
corporate bodies subject to trade registrationsqreal property loan formalities, their
registration number, share capital, head officeeskks, in case of corporate bodies;
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- the name of the publisher or co-publisher ancer@hecessary, that of the editor in chief;

- the name, company or corporate name, addresstedepghone number of the provider
referred to in Sections 33 and 34 above.

Section 38.(1) Persons editing an electronic communicati@®ss/ice may place at the
disposal of the public only the name, company apaate name and the address of the
provider.

(2) The persons referred to in Sections 33 ando®#ashall be bound to confidentiality.

Section 39. (1) Any person who is victim of defamation by meaaof an electronic
communication's service shall have the right tdyrapd may request for correction.

(3) Conditions for the insertion of a rejoinder reply shall be those provided for by the
instruments in force.

Section 40.(1) Any person engaged in transmitting electroooenmunication networks
content or providing access to an electronic comoation's network may not be liable
where they:

- requested the contentious transmission;
- select or modify the content transmitted.

(2) Any person whose activity, for the sole purpo$eendering its subsequent transmission
more efficient, is the automatic, intermediary amohporary storage of content transmitted by
a provider, may be criminally or civilly liable irespect of such content only in the case
where they modify such content, do not comply wite required conditions of access and
ordinary updating rules or where they impede tbg #ind normal use of the technology used
to obtain data.

IV - PROTECTION OF PRIVACY

Section 41.Every individual shall have the right to the paiten of their privacy. Judges
may take any protective measures notably, seqtiestrar seizure to avoid or end the
invasion of privacy.

Section 42.The confidentiality of information channelled thgh electronic communication
and information systems networks, including traffiata, shall be ensured by operators of
electronic communication and networks informatigstems.

Section 43. Content providers shall be responsible for dasngmitted through their
information system notably, if such content mayaénbfringement of human dignity, injury
to character and invasion of privacy.

Section 44.(1) It shall be forbidden for any natural persancorporate body to listen,
intercept and store communications and the traffita related thereto, or to subject them to
any other means of interception or monitoring withthe consent of the users concerned,
save where such person is so authorized legally.
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(2) However, technical storage prior to transmissiof any communication shall be
authorized for electronic communications' netwoeksd information systems operators,
without prejudice to the principle of confidenttgli

Section 45.The recording of communications and traffic d&ated thereto in a professional
setting with a view to providing digital evidencé an electronic communication shall be
authorized.

Section 46. (1) Electronic communication networks and inforimat systems content
providers shall be bound to conserve such contathtséored data in their installations for a
period of the 10 (ten) years.

(2) Electronic communication networks and inforraatisystems content providers shall be
bound to set up liters in order to contain anycki§athat may be prejudicial to the personal
data in privacy of users.

Section 47.The use of electronic communication networks arfidrmation systems for the
purpose of storing information or accessing infaiorastored in the terminal equipment of a
natural person or corporate body shall be madewithytheir prior consent.

Section 48.(1) The sending of electronic messages for prdsgegurposes by dissimilating
the sender identity or without indicating the vadiddress to which the addressee may send a
request aimed at blocking such information shalptwhibited.

(2) The sending of electronic mails by usurping tdentity of another user shall be
prohibited.

V -INTERCEPTION OF ELECTRONIC COMMUNICATION

Section 49 .Notwithstanding the provisions of the Criminal 8gdure Code, in case of crimes
or offences provided for hereunder, criminal inigegion officers may intercept record or
transcribe any electronic communication.

Section 50.In the event of encoding, compressing or ciphemfgdata transmitted by
electronic communication networks or electronic ommication service providers, clear
corresponding interceptions shall be provided &sérvices that requested them.

Section 51.The personnel of electronic communication netwogerators or electronic
communication service providers shall be bouncetwey for any requests they receive.

PART Il
CYBERCRIMINALITY
CHAPTER 1
PROCEDURAL LAW PROVISIONS

Section 52.(1) In case of any cyberoffence, Criminal Investign Officers with general
jurisdiction and authorized officials of the Agenshall carry out investigations, in
accordance with the provisions of the Criminal Rohae Code.
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(2) Prior to assuming duty, authorized officialstbé Agency shall take an oath before the
competent Court of First Instance as follows :Wikear to perform my duties loyally and to
always abide by the responsibilities bestowed ontmmkeep secret information | am aware of
on the occasion of or in the discharge of my dlties

(3) Criminal Investigation Officers and authorizefficials of the Agency, may in the course
of investigations, have access to means of trahspay professional premises, with the
exception of private residences, with a view tcks®gand recording offences, requesting the
production of all professional documents and takoapies thereof and gathering any
information and evidence, upon a summons or in situ

Section 53.(1) Cybercriminal-related searches may concera.d&ich data may be physical
material or copies made in the presence of persingg part in the search.

(2) When a copy of seized data is made, it may,stwmurity reasons be destroyed on the
instruction of the State Counsel.

(3) On the approval of State Counsel, only objedtguments and data used as evidence may
be kept under seal.

(4) Persons present during searches may be requesf@ovide information on any seized
objects, document and data.

Section 54 Searches and seizures shall be carried out or@aaece with the provisions of the
Criminal Procedure Code, taking into account ttss lof validity of evidence.

Section 55.(1) When it appears that data seized or obtaingbd course of an investigation
or inquiry has been the subject of transformatibns hindering clear access or is likely to
impair the information it contains, the State Cainthe Examining Judge or the Court may
request any qualified natural person or corporatdybto perform technical operations to
obtain the clear version of the said data.

(2) When a cryptographic means has been employeliigl authorities may request the
secret conversion of the encrypted text.

Section 56.The request provided for in Section 50 above neybde to any expert. In such
case, it shall conform with the provisions of than@nal Procedure Code relating to the
commissioning of an expert.

Section 57.(1) Cameroonian judicial authorities may set umgatory commission at, both
the national and international level, any corporately or natural person to search the
elements of cybercrime offences of which at least of the elements was committed on
Cameroonian territory or which one of the offendersaccomplices resides on the said
territory.

(2 ) Subject to rules of reciprocity between Caroarand foreign countries with which it has
concluded a judicial cooperation agreement, rogatmmmissions shall be executed in
accordance with the provisions of the Criminal lechae Code.

Section 58.(1) Natural persons or corporate bodies that pleeryptographic services aimed
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at performing a duty of confidentiality shall beumal to hand over to criminal investigation
officers or authorized officials of the Agency, taeir request, the agreements allowing the
conversion of data transformed by means of the@ssthat they deliver.

(2) Criminal investigation officers and authorizefficials of the Agency may request the
service providers referred to in Sub-section 1 abwvimplement these agreements of their
own motion, except where they are unable to sasisbh requests.

Section 59.(1) For purposes of investigation or examinatitie, hearing or interrogation of a
person and/or confrontation of several persons beagarried out on several locations on the
national territory linked by electronic communicatimeans that ensure the confidentiality of
transmissions. A report shall be drawn up on thexaions carried out in each location. Such
operations may be subject to audiovisual and/ondaecording.

(2) According to the prevailing circumstances, theterpretation may be done by means of
electronic communication in the course of a hearimgrrogation or confrontation.

(3) The provisions of this Section shall equally lpplicable for the concurrent
implementation, on a location on the national teryi or on a location situated outside the
national territory, of mutual assistance requastifforeign judicial officers or acts of mutual
assistance performed outside the national territrihe request of Cameroonian judicial
authorities.

(4) Conditions for the implementation of this sentshall be defined by regulation.

CHAPTER II
OFFENCES AND PENALITIES

Section 60.(1) When a Certification Authority is non-compltathe . Agency may, after
serving a warning on the structure for commenthiiio the circulation of the means of
cryptography concerned.

(2) The prohibition of circulation shall be applta throughout the national territory. It
equally entails, for the provider, the obligationtithdraw:

- the means of cryptography whose circulation amoammercial publishers was
prohibited;

- materials that constitute a means of cryptographg ahose circulation was
prohibited and that was acquired directly or thitowgpmmercial publishers for a
consideration.

(3) The means of cryptography concerned could b&ack into circulation once the previous
obligations are fulfilled and duly ascertained bhe Agency.

Section 61. (1) Agency personnel and experts of corporatkdsoin charge of security audits
who without any authorization, disclose confidentrdormation they are privy to on the
occasion of a security audit shall be punished withrisonment for from three 03 (three)
months to (three) 03 years and a fine of from 20,(fventy thousand) to 100,000 (one
hundred) CFA francs.
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(2) Refusal to comply with the summons of authatizdficials shall be punished with
imprisonment for from (three) 03 months to (foud)y@ars.

(3) Whoever, by any means whatsoever, obstructgsgncitement to resist or prevent the
conduct of the investigation provided for in thescg8on or refuses to provide information or
documents related thereto shall be punished witirisonment for from 01 (one) to 05 (five)

years or a fine of from 100,000 (one hundred thodsdo 1,000,000 (one million) CFA

francs or both of such fine and imprisonment.

Section 62.(1) Whoever presents the content or activity ® glerson referred to in Sections
33 and 34 above as illicit so as to cause the wathdl or stop the publication thereof,
knowing such information to be untrue, shall beighed with imprisonment for from 01
(one) to 05 (five) years and a fine of from 200,@0@ hundred thousand) to 2,000,000 (two
million) CFA francs.

(2) The publisher, under pain of a fine of from @D (one hundred thousand) to 2 000 000
(two million) CFA francs shall be bound to inserithin 48 (forty-eight) hours of their
reception , the response of any person designatix ielectronic communication service.

Section 63.(1) The de jure or de facto manager of a corpdpatty exercising the activity

defined in Sections 33 and 34 of this law who fadsconserve the information elements
referred to in Sections 25 and 29 shall be punistigdimprisonment for from 01 (one) to 05
(five) years and a fine of from 40 000 (forty thand) to 4 000 000 (four million) CFA

francs.

(2) The de jure or de facto manager of a corpdvatdy exercising the activity defined in
Sections 37 and 38 who fails to comply with thevmsions of the said Sections shall be liable
to the same sanctions.

Section 64.(1) Corporate bodies shall be criminally liable @dfences committed on their
account by their management structures.

(2) The criminal liability of corporate bodies shabt preclude that of natural persons who
commit such offences or are accomplices.

(3) The penalties to be meted out on defaulting@a@te bodies shall be fines of from 5 000
000 (five million) to 50 000 000 (fifty million) C& francs.

(4) The penalties provided for in Subsection 3 a&hmot withstanding one of the following
other penalties may equally be meted out on cotpdradies:

- dissolution in case of a crime or felony punishahkii respect to natural persons with
imprisonment of 03 (three) years and above and evhie corporate body has
departed from its declared object to aid and dieetricriminating acts;

- definitive prohibition or temporary prohibition fa period not less than 05 (five)
years, from directly or indirectly carrying out one more professional or corporate
activities;

- temporary closure for a period of not less tharff@®) years under the conditions laid
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down in Section 34 of the Penal Code of the edhbients or one or more
establishments of the company that was used to dotinenincriminating acts;

- barring from bidding for public contracts eitheffidgively or for a period of not less
than 05 (five) years;

- barring from offering for public issues either dhtiively or for a period of not less
than 05 (five) years;

- prohibition for a period of not less than 05 (fiyears from issuing cheques other than
those to be used by the drawer to withdraw monaw fthe drawer or certified checks
or from using payment cards;

- seizure of the device used or intended to be usezbmmitting the offence or the
proceeds of the offence;

- publication or dissemination of the decision talettmer through the print media or
through any electronic means of communication éoptihblic.

Section 65.(1) Whoever, without any right or authorizatiomp@eeds by electronic means to
intercept or not during transmission, intended fehether or not within an electronic
communication network, an information system oemminal device shall be punished with
imprisonment for from 05 (five) to 10 (ten) yearsaofine of from 5.000.000 (five million) to
10.000.000 (ten million) CFA francs or both suarefand imprisonment.

(2) Any unauthorized access to all or part of aectebnic communication network or an
information system or a terminal device shall @ble to the same sanctions in accordance
with Subsection 1 above.

(3) The penalties provided for in Subsection 1 a&mhall be doubled where unauthorized
access violates the integrity, confidentiality, itakaility of the electronic communication
network or the information system.

(4) Whoever, without any right, allows access tcelettronic communication network or an
information system as an intellectual challengellsha punished in accordance with
Subsection 1 above.

Section 66.(1) Whoever causes disturbance or disruption efftimctioning of an electronic
communication network or a terminal device by idtroing, transmitting, destroying, erasing,
deteriorating, altering, deleting data or rendedatpa inaccessible shall be punished with
imprisonment for from 02 (two) to 05 (five) yeansadfine of from 1.000.000 (one million) to
2.000.000 (two million) CFA francs or both of suae an imprisonment.

(2) Whoever uses the deceptive or undesirable aoftwo carry out operations on a user's
terminal device without first informing the lattef the true character of the operation which
the said software is likely to damage shall be ghaible with the same penalties.

(3) Whoever uses potentially undesirable softwaredllect, try to collect or facilitate any of
such operations in order to access informationhef dperator or supplier of an electronic
network or services and commit a crime shall beighable in accordance with subsection 1
above.
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Section 67.Causing serious disturbance or disruption of tmectioning of an electronic
communication network or terminal equipment by odtrcing, transmitting, changing,
deleting or altering data shall constitute a breaxfhthe integrity of an electronic
communication network or an information system sl be punishable in accordance with
Section 66 above.

Section 68.(1) Whoever fraudulently gains access or remainalli or part of an electronic
communication network or an information systemraysmitting, destroying, causing serious
disturbance or disruption to the functioning of g#d system or network shall be punished
with imprisonment for from 05 (five) to 10 (ten)ars or a fine of from 10.000.000 (ten
million) to 50.000.000 (fifty million) CFA francsrdoth of such fine and imprisonment.

(2) The same penalties provided for in subsecti@bdve shall be doubled where such acts
result in the deletion or change to the data corthin the information system or a change in
its functioning.

Section 69. Whoever accesses all or part of an electronic comation network, an
information system or terminal equipment withouthauization and in violation of security
measures in order to obtain information or datatieg to an information system connected to
another information system shall be punished witprisonment for from 05 (five) to 10 (ten)
years or a fine of from 10 000 000 (ten million) 160,000,000 (one hundred thousand
million) CFA francs or both of such fine and imgnmsnent.

Section 70.Whoever causes through saturation, the attackhodlectronic communication

network device or an information system with théemion to cause its collapse thus
preventing it from rendering the expected servicgdall be punished with a fine of from
1,000,000 (one million) to 5 000 000 (five millioGFA francs.

Section 71.Whoever without permission, introduces data imoirdormation system or an
electronic communication network in order to delet change the data contained therein,
shall be punished with imprisonment for from 02djvio 05 (five) years and a fine of from
1 000 000 (one million) to 25 000 000 (twenty fimdlion) FCFA francs.

Section 72.Whoever without authorization and for financialigauses any means to
introduce, alter, erase or delete electronic datd @s to cause damage to someone else's
property shall be punished with the penalties mtedifor in Section 66 above.

Section 73.(1) Whoever uses an information system or a cof@iteommunication network
to falsify payment, credit or cash withdrawal casd uses or attempts to use, in full
knowledge of the facts, a counterfeit or falsifiggyment, credit or withdrawal card shall be
punished with imprisonment for from 02 (two) to (tén) years and a fine of from 25,000,000
(twenty five million) to 50 000 000 (fifty million)CFA francs or both of such fine and
imprisonment.

(2) Whoever deliberately accepts to receive eleatrcommunications payment using a
forged or falsified payment, credit or cash withvdah card shall be punished in accordance
with Subsection 1 above.

Section 74.(1) Whoever uses any device to receive the privatyanother person by
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attaching, recording or transmitting private or fodential electronic data without the consent
of their authors shall be punished with imprisontrfenfrom 01 (one) to 02 (two) years and a
fine of from 1,000,000 (one million) to 5,000,001 ¢ million) CFA francs.

(2) Whoever, without authorization, intercepts peed data in the course of their
transmission, from one information system to angthkall be punished in accordance with
Subsection 1 above.

(3) Whoever, even through negligence processeauses the processing of personal data in
violation of the conditions precedent to their iempentation shall be punished with
imprisonment from 01 (one) to 03 (three) years ariche of from 1,000,000 (one million) to
5,000,000 (five million) or both of such fine amdgrisonment.

(4) Whoever uses illegal means to collect the peakdata of another in order to invade his or
her privacy and undermine his or herself esteertl brapunishable with imprisonment for
from 06 (six) months to 02 (two) years or a fineroin 1 000,000 (one million) to 5,000,000
(five million) CFA francs or both of such fine amdprisonment.

5) The penalties provided for in Subsection 4 absivall be doubled where anyone posts
online, stores or has someone else store in a denmged memory, without the express
consent of the person concerned, personal datahvemiectly or indirectly discloses his/her

tribal origin, political opinions, religious belgftrade union membership or values.

(6) The penalties provided for in Subsection 5 &bskall apply to persons found guilty of
diverting information, in particular, during thecarding, filing or transmission thereof.

7) Whoever keeps information in works or in figulesyond the legal time-limit specified in
the application for a prior opinion or declaration use of .data processing shall be punished
with imprisonment for from 06 (six) months to O%/@) years or a fine of from 5000000 (five
million) to 50000000 (fifty million) CFA francs dsoth of such fine and imprisonment.

(8) Whoever discloses personal information thatewmines the consideration due to the
victim shall be punished with the penalties prodidier in Subsection 7 above.

Section 75.(1) Whoever for financial gain, records or pubdéisimages that undermine the
bodily integrity of another person through elecicomommunications or an information
system without the consent of the person conceshall be punished with imprisonment for
from 02 (two) years to 05 (five) years or a finefrmim 1,000,000 (one million) to 5,000,000
(five million) CFA francs or both of such fine amdprisonment.

(2) This section shall not apply where such reecaydand publication fall under the normal
exercise of profession aimed at informing the pubh where they are carried out in order to
be used as evidence in Court in accordance witpriinasions of Criminal Procedure Code.

Section 76 Whoever uses electronic communications or anrimfdion system to design,
carry or publish a child pornography message oeasage likely to seriously injure the self-
respect of a child shall be punished with imprisenimfor from 5 (five) years to 10 (ten)
years or a fine of from 5,000,000 (five million) 16,000,000 CFA francs or both of such fine
and imprisonment.
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Section 77.(1) Whoever uses electronic communication or darmation system to act in
contempt of race or religion shall be punishedhwmprisonment for from 02 (two) years to
05 (five) years or a fine of from 2 000 000 (twdlion) to 5 000 000 (five million) CFA
francs or both of such fine and imprisonment.

(2) The penalties provided for in Subsection 1 &bskall be doubled where the offence is
committed with the aim of stirring up hatred andteonpt between citizens.

Section 78.(1) Whoever uses electronic communications oméorination system to design,
to publish or propagate a piece of information withbeing able to attest its veracity or prove
that the said piece of information was true shallplinished with imprisonment for from 06
(six) months to 02 (two) years or a fine of frond@),000 (five million) to 10,000,000 (ten
million) CFA francs or both of such fine and imgnmsnent.

(2) The penalties provided for in Subsection 1 &bshkall be doubled where the offence is
committed with the aim of disturbing public peace.

Section 79.Penalties against private acts of indecency s#ét fo Section 295 of the Penal
Code shall be punished with imprisonment for frdbn(five) years to 10 (ten) years or a fine
of from 5,000,000 (five million) to 10,000,000 (temllion) CFA francs where the victim has
been put in contact with the author of the said ating electronic communication or an
information system.

Section 80.(1) Whoever for consideration or free of chargeesuelectronic communications
or an information system to publish, attach, recordransmit an image showing acts of
pedophilia or a minor shall be punished with imgmnisient for from 01 (one) to 05 (five)

years or a fine of from 5 000 000 (five million) 16,000,000 (ten million) CFA francs or

both of.such fine and imprisonment.

(2) Whoever uses electronic means whatsoever &, gifovide or publish, import or export
an image or picture portraying pedophilia shallgumished with the penalties provided in
Subsection 3 above.

(3) Whoever keeps an image or picture portrayirdppailia in an electronic communication
network or an information system shall be punistvth imprisonment for from 01 (one) to
05 (five) years or a fine of from 5,000,000 (fivellran) to 10,000,000 (ten million) CFA

francs or both of such fine and imprisonment.

(4) The penalties provided for in Subsection 3 @&bskall be doubled where an electronic
communication network is used to publish an imageicture of a minor.

(5) The provisions of this section shall equallyplgpto pornographic pictures showing
minors.

Section 81.(1) The following offences shall be punishablehatite penalties provided for in
Section 82 below where they are committed usinglactronic communication network or an
information system:

- offering, producing, providing child pornography faublication;
- acquiring child pornography for oneself or for same else using an information
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system;

- where adult persons make sexual proposals to mipelev 15 years old or to a
person having the features of a minor;

- dissemination or transmission of child pornograpbiyg an information system.

(2) Child pornography shall be any act which viguptesents:

- aminor involved in sexually explicit behavior;
- any person with the physical features of a minwoived in sexually explicit acts;
- real images of a minor involved in sexually explaxgts.

Section 82.The penalties provided for in Section 79 abovél $leadoubled for whoever uses
electronic communication devices to commit or afifeto commit any act of indecency on a
minor less than 15 (fifteen) years old.

Section 83.(1) Whoever uses electronic communication devicesake sexual proposal to a
person of the same sex shall be punished with sapment for from 01 (one) to 02 (two)
years or a fine of from 500,000 (five hundred tremdy to 1,000,000 (one million) CFA
francs or both of such fine and imprisonment.

(2) The penalties provided for in subsection (IQwbshall be doubled if sexual proposals are
followed by sexual intercourse.

Section 84(1) Whoever fraudulently becomes acquainted wddays access to or deletes
electronic messages addressed to another shalirbghpd with imprisonment for from 06

(six) months to 02 (two) years of a fine from 5@M{Jfive hundred thousand) to 1,000,000
(one million) CFA francs or both of such fine angprisonment.

(2) The same penalties provided for in subsectioabave shall apply against whoever,
without authorization, intercepts, diverts, uses divulges electronic messages sent or
received by electronic means or proceeds to instplipment designed for such interceptions.

Section 85.The penalties provided for in section 84 abovdl sipply against whoever, being
responsible for a public service mission and adintpe discharge or during the discharge of
his/her duties, diverts or facilitates the divensideletion or access to electronic messages or
reveals the content thereof.

Section 86.(1) The penalties provided for in section 71 abekall apply against whoever
imports, keeps, offers, transfers, sells or provide any form whatsoever, a computer
program, a password, an access code or any sicafaputer data designed and/or specially
adapted to facilitate access to all or part of Ecteonic communication or an information
system.

(2) Whoever causes serious disturbance or dismupio an electronic communication, or
whoever uses electronic communication network omésrmation system with the intention
of breaching the integrity of the data, shall baiphbable with the penalties provided for in
Subsection 1 above.

Section 87 Authors of the offences provided for in Sectionagd®ve shall be punishable with
the following additional penalties:
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- seizure, in accordance with the conditions laid mldanvSection 35 of the Penal Code,
of any object used or intended to be used to cortiraibffence or considered to be the
proceed thereof, with the exception of objectsljike be restituted,;

- prohibition, in accordance with the conditions laidwn in Section 36 of the Penal
Code, for a period of not less than 05 (five) ydawsn the holding of a public office
or carrying out a socio-professional activity whéne offence was committed in the
discharge or during the discharge of one's duties;

- closure, in accordance with the conditions laid damA Section 34 of the Penal Code,
for a period of not less than 05 (five) years, sthblishments or of one or more of the
establishments of the company that was used to doiinenoffence;

- barring, for a period of not less than 05 (fiveasge frompublic contracts.

Section 88.(1) Whoever, knowing about the secret decodingvention, a cryptographic
means likely to have been used to prepare, faelba commit a crime or felony, refuses to
hand over the said convention to judicial authesitior to use it upon request by such
authorities shall be punished with imprisonmentffom 01 (one) to 05 (five) years or a fine
of from 1,000,000 (one million) to 5,000,000 (fiw@llion) CFA francs or both of such fine
and imprisonment.

(2) Where such refusal occurs whereas the handiaga use of the convention could have
helped prevent the commission of the crime or felonlimit the effects thereof, the penalties
provided for in Subsection 1 above shall be ineedao imprisonment for from 03 (three) to
05 (five) years and a fine of from 1 000000 (ondliom) to 5000000 (five million) CFA
francs.

Section 89.There shall be no suspended sentence for theceffgmrovided for in this law.

PART IV
INTERNATIONAL COOPERATION AND MUTUAL JUDICIAL ASSIS TANCE

CHAPTER |
INTERNATIONAL COOPERATION

Section 90.(1) In the discharge of their duties, Cameroor@amtification Authorities may,
under the control of the Agency, conclude converstiwith foreign Certification Authorities.
(2) The conditions for concluding the conventioaterred to in Subsection 1 above shall be
laid down by regulation,

CHAPTER Il
INTERNATIONAL AND MUTUAL JUDICIAL ASSISTANCE

Section 91 (1) Unless otherwise provided for by an internadio convention to which
Cameroon is signatory, requests for judicial agese from Cameroonian judicial officers to
foreign judicial officers shall be sent through thknistry in charge of External Relations.
Enforcement documents shall be sent to the au®rdf the requesting State through the
same channel.

(2) Requests for mutual judicial assistance fromeifp authorities to Cameroonian judicial
authorities must be presented through diplomatianokls by the foreign Government
concerned.
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Enforcement documents shall be sent to the auit®ritf the requesting State through the
same channel.

(3) In case of emergency, requests for judicialistamsce from Cameroonian or foreign
authorities may be sent directly to the authoribéshe requested State for enforcement. The
enforcement documents shall be dispatched to flegamt State authorities under the same
conditions.

(4) Subject to international conventions, requestrutual judicial assistance from foreign
authorities to Cameroonian judicial authorities st subject to an opinion of foreign
Government concerned. Such opinion shall be foraedd the relevant judicial authorities
through diplomatic channels.

(5) In case of emergency, requests for mutual jaddiassistance from foreign judicial
authorities shall be forwarded to the State CouosElxamining Magistrate with territorial
jurisdiction.

(6) Where the State Counsel receives a requesnémual judicial assistance directly from
authority, but which can only be enforced by theuxing Magistrate, he shall forward it to
the latter for enforcement or refer to the Gendtadsecutor in the case provided for in
section 94 below.

(7) Before proceeding to enforce a request for mluaissistance forwarded directly to him,
the Examining Magistrate shall immediately commatecsame to the State Counsel for an
opinion.

Section 92. (1) Requests for mutual judicial aasist from foreign judicial officers shall be
enforced by the State Counsel or Judicial Polidec@k or Agents requested for this purpose
by the said State Counsel.

(2) The requests shall be enforced by the ExamiMagistrate or Judicial Police officers
acting on the rogatory commission of the Examinihggistrate where they require certain
procedural measures which can be ordered or emfo@y during a preliminary
investigation.

Section 93 (1) Request for mutual judicial assistaftom foreign judicial officers shall be
enforced in accordance with the procedure laid dbwthe Criminal Procedure Code.

(2) However, where the request for assistance soifsgs, it shall be enforced in accordance
with the procedure explicitly indicated by the relat authorities of the requesting State,
without such rules violating the rights of the pestor the procedural guarantees provided for
by the Criminal Procedure Code.

(3) Where the request for mutual assistance cabeoenforced in accordance with the
requirements of the requesting Sate, the relevanmigCoonian authorities shall immediately
inform the authorities of the requesting State wthsimpossibility and specify under what
conditions the request may be enforced.

(4) The relevant Cameroonian authorities and tlddgbe requesting State may subsequently
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agree on the onward processing of the request, evhecessary, by subjecting it to
compliance with such conditions.

(5) Irregularity in the transmission of the requést judicial assistance shall not constitute
grounds for nullity of actions undertaken in enfogcsuch a request.

Section 94.(1) Where the enforcement of a request for jutliagsistance from a foreign

judicial authority is such as can breach public &avd order or negatively affect the essential
interests of the Nation, the State Counsel to whbm request is addressed or who is
appraised thereof shall forward same to the Gerferasecutor who shall transmit to the
Minister in charge of Justice and where necessmfprm the State Counsel of such

transmission.

(2) Where the request is forwarded to the Minigtecharge of Justice, he shall inform the
requesting authority, where necessary, that itoispossible to totally or partially accede to
the request. Such information shall be communictdetie judicial authority concerned and
shall block the enforcement of the request for rajudicial assistance or the return of the
enforcement papers.

PART V
TRANSITIONAL AND FINAL PROVISIONS

Section 95.The conditions of applications of this law shalhd as when necessary, be laid
down by implementation instruments.

Section 96. Authorizations and declarations for the supply,pam and export of
cryptographic devices issued by the relevant autesrshall remain valid until the expiry of
the time-limit specified therein.

Section 97.This law shall be registered, published accordonthe procedure of urgency and
inserted in the Official Gazette English and French.

Yaounde, 21 December 2010

(S) Paul Biya
President of the Republic



