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COUNCILOF MINISTERS REGULATION Mo 350730011
COUMCILOF MINISTERS REGULATION TO PROVIDE FOR

THE RE-ESTARLIS |
NETWORK SECURITY AGENCY
This Regulation is issued by the Council of Ministers
pursuant (o Article 5 and Arnicle 34 of the Definition of
Powers and Duties of the Executive Organs of the Federal
Demoeratiz Republic of Ethiopia  Proclomation Mo,
6RIZ010,
I. Shorl Title
Thiz Reguletion moy be cited as the "Infommation
Metwork Sccurity Agency  Re-pstablishment Council
ol Ministers Regulation Mo, 25020017,
« Dieligillbivies
I this |l'.|,:5'.llulillrl. mpless  the comtext  otherwine
TEqires
I/ “informntion™ menns a resource penerated from any
row dota ebtained in the form of aodio, texts, visual,
map or orchestrmted in any form;
2 "raw  dala” means 8 source  of  information
unprocessed and undefined that could be put in wse;
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“information securlty™ means sccuring  infor-
mation from attacks that oblilcrate ils integrity,
eonfidentiality and availability while collecting,
prixessing, preserving and communicating;
“information  infrastructure™  includes  teleco-
mmumication, information communication tech-
notogy, geospatial  information  and  electro-
magnelic communication systems and public ey
infrusiriagture;

“information attack™ means attack against the
nationnl interest, constitutional order and mution™s
pavchology by using cyber and electromagnetic
lechnologies and systems;

“eryptography™ means a science of coding
messages s0 that they cannot be read or altered by
anyone other than the intended recipicnt;

“public key infrastructure™ means critical securify
imfrastructure that enable to secure the transferred
message integrity and werify the identity of the
sender and recipient;

“eritbcal  infrastructure™ means o critical
infrastructure that will have considerable damage
on the national interest and public safety il its
information  and  information  infrastructure
security become vulnerable to a threar:

“audit™  means  mondtoring  and  evaluating
information  ond  information  infrastrctire
security to assess the adequacy of system control
I ensure thot the institutional information security
policies and opertional procedures comply with
neticaal standards and that neeessary measures arc
Laken; -

“asscssment” includes conducting penctration 1ot
and similar activities to ensure the vulnerability
of information and informmion infrastricture
SERtirily;

any expression in the masculine pender includes

the leminine.
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Re- estahlishment
I/ The Information WNetwork Security Agency

{hereinafter the "Agency™) is hereby re-established
a5 an autonomous public agency having its own
legal personality, :

2 The Agency shall be accountable to the Prime
Mini=ter,

Iend C)Tice

The Agency shall hove 115 head office in Addis Ababa,
gnd may hove branch offices elsewhere s may be
ACCCSEAry., )

C¥hjectives

The Agency shall have the Tollowing objectives:

¥ 1o defend and take eounter measurcs apainst
information attacks targeted af the national inferest;

2 o ensurg the security ol information  and
information infrastructures to facilitate their use for
the implementation of the country's peace,
demecratization, good EOVErEnee and
development programs.

Frowers and Duties of the Agency

The Agency shall have the powers and duties o

I advise the povemment on  information  ond
infoomation  infrastruciure security; Create
infrmation security awarencss through formal and
informal ways in collaboration with the concerned
puthositios;

2 based on rescarch and development, build the
cupacily of cntical infrastructures on the wreas of
information infrastructure security and information
operation technologies;

3¢ formulate nationnl policies, lows and standards that
enable to ensure [nformation and information
infrastructure  security and  monfler  their
criforcement upon approval;

4/ support  entical infrasiructures 1 develop
information security policy and standards based on
nationl information security policy and standards;
conduct, al any Ume, suditing and assessment. and
provide security standards approval certificate o
delegate other bodies to perform such functions;
und in addition, provide appropriale support for
institutions other than critical inlrastrucisres;

5/ administer eryplo keys that exist in the country and
moitor cryplo products and movemenis:

6 in cooperation  with the copcerned authoritics,
controd the import and exporl of information
communicatio information BENEE and
information aitack tochnologies with respect 1o
pvimdonce of tirenl 1 national security;
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7 take appropriate measures to defend attacks made
against national interest and public safcty wsing
electromagnetic and communication technologies;
collect, analyze, and disseminale  [lhered
information on a selected cross-boeder intelli-
gence, terror and war threats and provide technieal
support for security forocs;

8/ cooperate with and provide support fo the
apprepriate bodics in menitoring snd imvestigitlng
complex crimes commitied wsing  informition
communication technolegy and telecommunication
and in bringing suspects before the laws; und
provide, upon  request,  digital  forensic
imvestigation suppor 1o them;

9/ establish national computer and computer petwork
emergency readiness and response task force;

10/ ereate nationsl ond international  collabortion
eonaidering s missaon,

11/ charge, in accondance with directive 1o be insued
bv the government, COMMEnsuTAle fee for the
information  and  Information  infrastructire
scourity products and services it provides,

12/ own properiics, enler in to conlrects, suc and be
sued in iLs oW name;

13 perform such other related activities condugive io
the fulfillment of its objectives,

7. Orpanization of the Agepcy
Thiz Ageney shall haves
i/ a Dircctor General and, s may be pecessary,
Deputy Director Generals 1o be appointed b thi
iy ErmmeT; and
2! ihe nocessary stail,
&, Pawers and Dotles of the Director General
1! ‘The Direclor General shall be the chiel executive
officer of the Apency and shall direct and
administer the activities of the Agency.
2/ Without Tlimiting the generality stated in sub-an
(13 of this Article, the Director General shall:
a)  exercise the powers and duties of the Agenc)
specified under Article 6 of this Regulation;

b} employ and administer employces of the

Agency in accordance with the federal civil
service laws and, in the case of employecs
engaged in the core fudetions ol the Agency,
in nceordance with directive approved by the
pvernment following the basic principles isf

the Tederal civil sesvice laws;
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¢} prepare the work program and budget of the
Agency and implement same up on approvaly
d] effect payment in  accordance with the

approved budget of the Agency,

¢) represent the Agency in all its dealings with
third partics;

f]  prepare the operational and fnancial repors
of the Agency,

3" The Director General may delegale part of his
powers and duties to other officers and
employees of the Agency Lo the extent necessary
for the efficient performance of the activities of
thie Agency.

9. Budget

The Agency’s budget shall be allocaied by the
poveriment.

10. Books of Accgunts
1 The Agency shall keep complete and accurate

books of accoums.

2 The books of account and financial decuments of
the Agency shall be audited annually by the
Auditor General or by awditors designated by the
Auditor General.

11, Repealed B
The Information MWetwork Security
Establishment Council of Ministers Regulation No
130/ 2006 is hereby repealed.

12, Duty to Cooperaig
Every concerned body shall have the obligation 1o
cooperate with the Agency in exercising its powers
and dhitics pursuant to this Regulation.

13, Effective date

This Regulation shall enter inte force on the date ol
publication in the Federal Negarit Gazeta.

ulad
Apency

Dene at Addis Ababa, this 26 day of August, 2011
MELES ZENAWI
PRIVE MINISTER OF THE FEDERAL DEMOCRATIC
REPUBLIC OF ETHIOPIA
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